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HIPAA Protects Privacy of Victim Throughout Settlement Process
(2004-1) — Injury victims have been given new rights to privacy that affect how structured settlements are transacted. Regulations that took effect April 14, 2003, under the Health Insurance Portability & Accountability Act of 1996 (HIPAA), impose civil and criminal penalties on health care providers who do not adequately protect against the unauthorized disclosure of an individual’s private medical information.
Civil fines up to $25,000 can be imposed for multiple violations of the same rule in a calendar year. Criminal penalties for knowing or intentional misuse of protected, identifiable private health information can be up to $250,000 in fines and/or 10 years in prison.
The regulations, titled Standards for Privacy of Individually Identifiable Health Information, are published in 45 CFR Parts 160 and 164. They include as a “covered entity” a health plan, a health care clearinghouse and a health care provider. They apply also to any “business associate” of the covered entity. Thus, an attorney engaged to defend an alleged tortfeasor in a medical malpractice case must have a written agreement appointing the attorney as a business associate and notifying the attorney of any restrictions in redistributing obtained medical records. The rules provided until April 14, 2004, to obtain written agreements to cover business associate relationships already in existence. HIPAA does not apply to an attorney representing entities not covered.
In physical injury tort litigation the historical practice has been based on the premise that the plaintiff waives all rights to privacy when the lawsuit is filed. The attorney engaged to defend the alleged tortfeasor obtains sensitive medical records. Often, the tortfeasor’s insurance company hires the attorney, if there is one, and the medical records are shared with the insurance claims handlers.
If the settlement negotiations might include an offer of periodic payments, the plaintiff’s medical records are shared with the defense broker who, in turn, broadcasts them to a dozen or so life insurance companies, seeking the designation of a rated age based on a reduced life expectancy. A defendant to reduce the plaintiff’s claim for future needs or to reduce the cost of purchasing an annuity to provide lifetime payments can use evidence of a reduced life expectancy. Rated ages often are sought by the defense without the victim’s knowledge or consent.
This process typically begins with the plaintiff being asked to sign a Consent for Release of Protected Health Information. The form usually contains a statement that the plaintiff understands that such consent may be revoked in writing at any time unless action has already been taken based upon it, and that the consent is given voluntarily.
A typical release also contains a clause that allows the recipient to redistribute the medical information, which the release form notes is no longer protected by federal law once the release is given.
It is not uncommon for plaintiffs to forget that they have signed such consent, and do not realize that they can deny the recipient permission to redistribute their medical records and that they can revoke or narrow their consent at any time.
Some states have laws that strip privacy rights to a person’s individual medical information from anyone who files a lawsuit alleging physical injury. HIPAA is intended to preempt state law that gives weaker privacy rights, but state laws that give stronger privacy protections than HIPAA are not preempted. Generally, a provision of HIPAA rules contrary to a provision of state law preempts the provision of state law. 45 CFR § 160.203. A state law is considered contrary if complying with it would be impossible while also complying with a relevant provision of HIPAA. 45 CFR § 160.202.
While the duty to protect private medical information of individuals applies only to a “covered entity” or a “business associate” of that entity, others who obtain this information without permission and redistribute it do not necessarily cause the original custodian of the record to be liable for violating HIPAA regulations. However, the violation occurs when the covered entity discloses without a proper business associate agreement, or the business associate violates the agreement.
A defendant in a medical malpractice case who is the patient’s medical provider may already possess the protected medical records since they were the originator. Still, they have the same duty to prevent unauthorized disclosure as someone who has obtained the records by receiving permission from the patient.
The right to privacy may be waived only by the holder of that right. Plaintiffs may always allow whoever they wish to have access to their medical records. If, for example, a plaintiff provides medical records to a structured settlement broker engaged by the plaintiff, that consent might authorize the broker to distribute medical records to life insurance companies, but require that the recipient not redistribute them or any rating based on them and destroy them when through.
Health history not related to the pending claim, which otherwise might figure into a rated age, may be withheld by the plaintiff from the defense.
Savvy plaintiff’s attorneys have been advising their clients to review any medical record authorizations that have been signed and to revoke or limit their consent. Some plaintiff brokers who receive medical records are asking plaintiffs to sign consent forms that allow the plaintiff’s broker to submit the records to the life insurance underwriters, but restrict any further distribution by anyone who is authorized to receive them. This consent is then attached to the broker’s request for an age rating, accompanied by text such as the following in the transmittal letter:
“These records were obtained with the expressed permission of the patient to submit them to you for the purposes of obtaining a rated age. We did not obtain the patient’s permission for you or anyone else to whom we submit these records to distribute them further, or for the results of your assessment of a rated age based on these documents to be shared with anyone else. To our knowledge, the patient has not consented to the distribution of these records by anyone else. If you receive them from another source, they may have been distributed in violation of the patient’s rights under HIPAA regulations and the submitter should be so advised.”
Even if the violator of HIPAA regulations is not a covered entity or business associate of that covered entity, a patient always has the right to sue as a privacy violation tort under common law. HIPAA regulations and common law can be used together for the plaintiff’s protection. ■
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